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INTRODUCTION 
They are out to get you.  It is not a coincidence that something you just looked up on a website is now 
showing up as an advertisement in a completely different website or that social media sites can suggest 
friends with eerie accuracy.  It is not a random occurrence that snail mail offerings seem to mirror the 
events in your life and your browser and phone show ads for the locations you travel through, even 
temporarily.  It is also completely calculated – and admittedly creepy - that advertisers seem to know 
what you’re going to do before you do it.   

BIG DATA 
The term “Big Data” refers to the collection, storage, management, analysis, and application of massive 
amounts data to extract value.  The value can be predicting the track of a hurricane from terabytes of 
sensor information from different sources.  Value can be predicting a consumer’s likelihood of spending 
$100 in a shoe sale based on web searches, credit card purchases, and store loyalty cards.  Value can be 
estimating a voter’s chances of voting at all and of voting for specific candidates based on voter 
registration, home ownership, social media activity and – more recently, physical locations. 

Unlike tracking and predicting the weather, consumer and political big data analytics seek to influence 
spending and voting behavior by targeting highly specific information to highly specific demographics.  
Big data companies profit from providing accurate and timely information to their customers quickly.  
Gathering massive amounts of personal information consistently is the foundation of their success. 

DATA AGGREGATORS 
Data aggregators are companies that legally collect and sell personal information (see Appendix A).  
They can be disguised as ancestry research sites or background check sites for potential employees, 
neighbors, or romantic interests.  Their web pages are often full of testimonials about finding long lost 
relatives or discovering a prospective beau was already married or had a criminal record.   

Data aggregators sell personal information indiscriminately.  Free searches can produce extensive 
information about a target including phone numbers, addresses, relatives, and places of employment.  
Paid searches can provide highly detailed information including correlation with other people. 

Data aggregators continually pull personal information from publicly available sources including 
government records, social media, news reports, and information people provide about themselves.  
They use automation to “scrape” websites for information to pull into vast storage networks then use 
powerful correlation and analysis tools to create different profiles.  Data aggregators may offer personal 
information on multiple different websites based on the target audience.  As illustrated in figure one, 
removing information from one or two websites may not remove the information from all the websites 
or from Internet search results. 
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Figure 1:  

 

Editor’s Note:  It’s an octopus. 

Additionally, with multiple data aggregators, the problem expands beyond just one database as 
illustrated in figure 2. 

Figure 2: 

 

Editor’s Note:  These are octopi (not to scale).   

It is possible to “opt out” of many data aggregator websites and remove personal information.  Some 
sites require additional personal information - ostensibly to verify an individual’s identity.  Even if a 
person succeeds in removing all personal information from all websites – the information remains in the 
data aggregators’ databases.  Data aggregators also continue to pull information from publicly available 
sources.  Opting out of data aggregator sites may be an ongoing process. 
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One resource to address data aggregators is a workbook that is part of a privacy book, (figure 3).  The 
workbook is available online, lists 152 data aggregators, and provides information on opting out of their 
websites. 

Figure 3 

 

Source:  https://inteltechniques.com/data/workbook.pdf 

HARVESTING PERSONAL INFORMATION 
Big data companies continually cultivate and sell personal information.  “Free” email services, search 
engines, social media platforms, applications, loyalty cards, and professional sites are extremely well 
disguised and highly sophisticated surveillance tools.  Even devices, software, and applications we pay 
for can harvest vast amounts of personal information to include contacts and current physical location.   

End User License Agreements (EULA) are the agreements between the consumer and the hardware, 
software, or service provider.  EULAs are notoriously dry, confusing, long, vague, and inflexible.  EULAs 
basically require the consumer to accept the vendor’s use personal information or not use the product.       

Credit bureaus collect and maintain extensive personal information including social security numbers, 
bank accounts, loans, residences, phone numbers, and payment history and balances on financial 
accounts.  Creditors and consumers provide consumer personal information to the credit bureaus to 
obtain credit reports and credit scores.  Credit bureaus are not subject to multiple major privacy 
protection laws or standards because they are not financial, medical, or retail services.  They have been 
popular targets for hackers because of the volume and sensitivity of the information they manage and 
possibly because of the lack of regulation of the security of their information systems.   
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GEOLOCATION AND DATA GATHERING 
Geolocation 
Mobile phones and applications can track and share extremely accurate location information.  Some 
applications request user location as part of their service.  Applications that monitor weather, gas 
stations, traffic, and local events rely on user location to provide useful content.  Some mobile phone 
companies and application developers sell location information to third parties to support retail and 
political targeting. 

Mobile phones themselves can also provide service providers extensive location information.  The 
phone communicates with cell towers or wireless networks that have known fixed locations.  The phone 
can calculate the distance between the towers and the signal strength to triangulate the phone’s 
location with extreme accuracy.  Mobile phone service providers can sell location information to big 
data companies, which repackage and resell it to other companies. 

The New York Times investigated mobile phone location tracking.  In one experiment, a volunteer’s 
mobile phone apps shared her location an average of every 21 minutes.  The links to the series of stories 
are in Appendix D.  The map in figure 3 was created as part of the article series and illustrates location 
information from smartphones in NYC. 

Figure 4:   

 

This map shows over 235 million points gathered from more than 1.2 million smartphones.  
Credit Richard Harris/The New York Times.  (Valentino-DeVries, 2018) 
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Data Gathering 
Mobile phones and applications can share an ongoing stream of user information with their developers 
and vendors.  Often the information has nothing to do with the applications themselves or with 
providing better service to the customer.  Phones can share “data analytics”, which includes user activity 
and information.  The providers ostensibly want to improve their products.  They use the information to 
sell and target users more aggressively and specifically with advertising and predictive behavioral 
analysis.  Some applications share user contact lists with their developers, so the companies can target 
friends and colleagues. 

Users can curtail geolocation and data gathering to some extent.  Minimizing the number of applications 
on a mobile phone and reviewing the phone’s privacy settings for location and data analytics are 
excellent first steps.  The NYT published an article How to Stop Apps from sharing my location 
(Valentino-DeVries, J., Singer, N., 2018); the link is in Appendix D.   

TARGETED INFORMATION GATHERING  
Both law enforcement and criminals can use personal information to obtain more personal information 
about specific targets.  Search engines provide general information and data aggregator services provide 
specific information.  Specialized data aggregator services provide very specific information.  

One of the frameworks for using information to obtain more information is called the Open Source 
Intelligence Framework (OSINT) (see appendix B).  The premise is simply relational information and 
current tools and sites – including data aggregator services – that provide more information.  Each part 
of the OSINT framework offers additional steps, sites, and tools to obtain more information.   

Of note is the “images/videos/docs” branch of the OSINT framework.  Facial recognition software, with 
varying degrees of accuracy, is freely available online and can be used to search the Internet for sites 
containing images of a target.  The resultant photographs can provide more people to gather 
information about to provide a comprehensive profile of the target.   

For individuals attempting to keep a low online profile, it is important to ask friends and relatives to 
either not post pictures of you or to maximize privacy settings on online accounts.  Also, it is important 
not to use a photo of yourself in the personal information section of any social media account.  Even if 
the social media site profile is private, the profile picture can come up in a search and give away the 
existence of the social media account, which can then become a target for a hacker.   

Appendix C illustrates the expansion of one branch, an email address, of the OSINT framework.  The 
framework identifies tools, sites, and steps someone could use to find out more information starting 
with an email address.  The new information can be used in other branches of the framework to obtain 
more information, which can be used in other branches of the framework.  Most of the links in the 
OSINT framework are free.  Some have nominal subscription fees.   

In the email example, the OSINT steps include checking for the targeted email in lists of breached login 
information from companies that have been hacked.  Breach information, some publicly available and 
some for sale, can include the email and the password that were compromised.  People can check their 
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own email addresses to verify they have not been involved in a reported breach (reported either by the 
company or by the hacker who is selling the information).   

Criminals also use lists of compromised user identifications (userids), which are often simply email 
addresses, and the associated passwords to try to access other accounts that have the same 
combination of email/password.  Reusing passwords across multiple accounts makes all the accounts 
vulnerable to the breach of one.  The problem is exacerbated if a criminal obtains access to an account 
that has a credit card associated with it and can order merchandise or services.   

If a criminal obtains access to an email account, the criminal can obtain contact lists and any information 
in folders, to include the inbox and “sent items”.  The criminal can use the information to impersonate 
the target, steal intellectual property and propriety information, blackmail, scam other people, or simply 
continue gathering additional information about the target.  If a target is using a work email address and 
reusing a password across personal online accounts, a criminal could potentially access the target’s work 
email, especially through webmail.          

THE (REALLY) SINISTER SIDE OF ONLINE ACTIVITY 
Doxing 
Doxing is the malicious use of personal information.  The term is from “doc”, the abbreviation of 
“documents” and is both a noun “dox” (e.g., “A dox on both your houses”) and a verb (e.g., “doxing” or 
“to dox” – or not to dox.).  Doxing can include posting home addresses, emails, and phone numbers of 
targets with threats and calls for violence.  It can also include malicious uses of the information to 
intimidate and harass targets and their families and friends directly or indirectly. 

An anonymous criminal posted a helpful guide to doxing on the site pastebin, which allows anonymous 
postings, including doxes.   

There’s a lot of things to do when you have somebody’s dox. You can hack their emails, 
accounts, identity theft, threaten them, send them pizza, put ads of their address on 
Craigslist as prostitutes, or do basically anything! You have all of their personal 
information, it’s up to you what you want to do. That’s why it’s also very important to 
remove all of your information online, so people can’t do any of that to you. I will 
include a whole tutorial on it later on in the book. 

If you’re hardcore and really don’t like them, which I don’t suggest, you can swat them 
or water them. Swatting is when you get a whole swat team to break into their house, 
because they think there’s a hostage in the house. There’s many ways you can do this, 
but I will not include it in this tutorial, you can easily find it by researching or 
going to the deep web. You can also water them, by saying there’s a fire inside of the 
house, and a fire truck will come and shoot their hose all over your house. Both of 
these methods are really scary, but they can get you in a LOT of trouble if you get 
caught! 

The key concept the anonymous doxing guide author identifies is the lack of boundaries between 
personal, professional, online, and physical information.  The criminal sees a target and an assortment of 
ways to hurt the target.  Everything is on the table.  Comprehensively defending against criminals using 
integrated attacks requires a holistic approach.  Artificial organizational, personal, physical, and online 
boundaries complicate protecting individuals and identifying and responding to attacks. 
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Hacking 
Hacking is using a computer to illicitly access another computer, network, or database.  Hackers can 
target globally and indiscriminately or focus tailored exploits on an individual, group, or organization.  
Criminal goals generally revolve around making a profit; exerting influence; or simply destroying or 
defacing information, machines, and websites.   

Hacking has become exponentially more devastating and effective since 2017.  The NSA lost control of 
their tool “Eternal Blue”, which exploits a major Windows vulnerability, approximately the same time 
ransomware source code (malware that encrypts information and requires victims pay a ransom to 
recover their information) appeared for sale on the Dark Web.  The two tools provided global hackers, 
to include state sponsored hackers, an incredibly effective weapon and a way to breach networks to 
deliver it.  Hackers began using both to launch both massive and targeted ransomware campaigns.   

Figure 5 is an FBI illustration of how ransomware works in four steps with only one small acronym.  Step 
one also illustrates the problem with connecting to public Wi-Fi.  The initial connection can go to a 
malicious site set up to look like the legitimate one - usually with a stronger signal to make it more 
attractive - which could infect the user’s machine with malware.  Information can also be intercepted 
between the user’s device and the wireless access point.  Virtual Private Networks (VPN) can help secure 
transmissions by encrypting them but devices must connect to a network before they use a VPN.  
Therefore, personal MiFi devices and hotspots are vastly more secure than public Wi-Fi.  Their signals 
are also much more localized so there is less of a chance of an intercept.   

Figure 5: 

 

Figure 6 is a copy of the screen victims of the North Korean’s 2017 global Wannacry ransomware attack 
saw.  Note the counters on the left displaying the time before the ransom would go up and the time the 
files would be permanently lost.  The ransom on the example is currently $300, payable in bitcoin.  The 
North Koreans included helpful links explaining what bitcoin is and how to buy it.  They even included a 
“contact us” button, which they reportedly supported with a very professional help desk staff to assist 
victims to procure bitcoin and pay ransoms. 
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   Figure 6: 

 

Hacking includes accessing device microphones and cameras.  Hacks against smart home devices to 
include Google and Amazon artificial intelligence devices, thermostats, cars, refrigerators, and door 
latches are increasing.  If something is on a network, it is potentially accessible from any other device on 
that network – to include the Internet.   

Any camera or microphone should always be considered on.  Techworm.net reported that “An Israeli 
hacker calling himself ‘Buddhax’ has reportedly exposed some of the participants of an Anonymous-
backed cyberattack that hit a number of Israeli websites…”.  Figure 7 is one Buddhax’s postings, 
allegedly a photo taken of an Anonymous hacker with his own computer’s camera. 

Figure 7 
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Defending against hacking is largely an effort to minimize vulnerabilities on devices and applications and 
training users not to inadvertently introduce threats to facilities, information, devices, and networks.  
Keeping software – operating systems and applications – current and patched is a major mitigating 
factor.  Installing anti-virus and anti-malware software on devices and keeping it current can help stop 
malware from infecting the device and the rest of the network.  A sticky note can effectively disable a 
camera.  Beware of the always on microphones in many “smart” devices and even the microphones in 
laptops and phones. 

Social Engineering 
Social engineering is a confidence scam in which criminals attempt to elicit information or action from a 
victim by presenting a ruse.  Holding a door for someone who appears to belong in the organization and 
allowing the individual to “tailgate” is a classic physical access social engineering ploy.  Sending emails 
from official entities or personal contacts that request users provide credentials or personal information 
or click on links is called “phishing”.  Spear phishing is targeting an individual or group with specific 
information.  Spear phishing emails are often crafted using information obtained about companies and 
individuals from searching online information.  Whaling is – literally – targeting big fish, for example 
executives.  Catphishing is targeting a victim with an online persona – often romantic – to elicit money, 
access, or information. 

Ruses employing Simple Message Service (SMS), also known as “texting”, are called “smishing”.  Ruses 
employing telephones (voice) are called “vishing”.  Popular phone scams include robot calls designed to 
convince targets to procure services or provide personal information and “one ring hang ups” that 
missed calls with numbers that appear local, but which connect callers to foreign countries and incur 
expensive international call charges. 

The Federal Trade Commission (FTC) and the FBI Cyber Crimes Center have excellent resources for 
understanding types of fraud and trending scams.  Both organizations also have educational materials.  
The FTC’s Identity Theft Recovery Plan (Appendix D) is an excellent resource.     

PROTECTING YOUR INFORMATION AND YOURSELF 
As daunting as the information gathering operations of big data operators, data aggregators, and 
criminals are, individuals have access to the very powerful capabilities to protect their information.  Key 
activities include monitoring for malicious activity, not providing information to the greatest extent 
possible, blocking malicious engagements, and systematically removing information from online entities.  
The following recommendations require little to no technical acumen and can largely be accomplished in 
bursts of two to three cups of coffee and without seeking the assistance of a Millennial.       

1. Monitor for malicious activity: 
a. Implement a fraud alert with your financial institution:  

i. … the new law extends the duration of a fraud alert on a consumer’s credit report 
from 90 days to one year. A fraud alert requires businesses that check a consumer’s 
credit to get the consumer’s approval before opening a new account (FTC, 2019) 

ii. Retrieved from: https://www.ftc.gov/news-events/press-releases/2018/09/starting-
today-new-law-allows-consumers-place-free-credit-freezes 

https://www.ftc.gov/news-events/press-releases/2018/09/starting-today-new-law-allows-consumers-place-free-credit-freezes
https://www.ftc.gov/news-events/press-releases/2018/09/starting-today-new-law-allows-consumers-place-free-credit-freezes
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b. Implement a credit freeze with the three credit reporting bureaus:   
i. A credit freeze, also known as a security freeze, restricts access to a consumer’s 

credit file, making it harder for identity thieves to open new accounts in the 
consumer’s name. The new law also allows parents to freeze for free the credit of 
their children who are under 16, while guardians, conservators, and those with a 
valid power of attorney can get a free freeze for their dependents. (FTC, 2019) 

ii. Retrieved from:  https://www.ftc.gov/news-events/press-releases/2018/09/starting-
today-new-law-allows-consumers-place-free-credit-freezes 

c. Online monitoring:   
i. Check to see if you are eligible for credit monitoring as part of the Equifax breach 

settlement:  https://www.ftc.gov/enforcement/cases-proceedings/refunds/equifax-
data-breach-settlement 

ii. Check to see if you are eligible for identity theft protection as part of the Office of 
Personnel Management breach:  https://opmverify.dmdc.osd.mil/ 

d. Obtain your free annual credit report from one of the three credit reporting bureaus every 
four months:  

i. Experian.com/help 
888-EXPERIAN (888-397-3742)  

ii. TransUnion.com/credit-help 
888-909-8872  

iii. Equifax.com/personal/credit-report-services 
800-685-1111  

2. Protect your information: 
a. Photocopy everything in your wallet front and back.  Add any phone numbers you’ll need if 

your wallet is stolen to the photocopy.  Place the photocopy in your safe. 
b. Check your email address for inclusion in reported data breaches.  One option is:  

https://haveibeenpwned.com/ (figure 8) 

Figure 8:  haveibeenpwned website 

 

c. Verify every password on every account is unique and not something easily guessable or 
something a criminal could figure out from searching online information about you.  Write 

https://www.ftc.gov/enforcement/cases-proceedings/refunds/equifax-data-breach-settlement
https://www.ftc.gov/enforcement/cases-proceedings/refunds/equifax-data-breach-settlement
https://opmverify.dmdc.osd.mil/
http://www.experian.com/help
tel:1-888-397-3742
http://www.transunion.com/credit-help
tel:1-888-909-8872
http://www.equifax.com/personal/credit-report-services
tel:1-800-685-1111
https://haveibeenpwned.com/
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down your new passwords on a piece of paper and put it in your safe next to the other piece 
of paper.  Please do not put this piece of paper under your keyboard at work. 

d. Enable every privacy and security feature online accounts – especially financial institutions – 
offer.  Write down what you enabled for what accounts, sometimes there is a learning 
curve. Place this piece of paper next to the other two in your safe. 

3. Protect your devices: 
a. If you are no longer using an app, delete it. 
b. Keep operating systems and applications current and patched. 
c. Install antivirus and antimalware software on devices and keep it current.   

4. Don’t provide information and access in the first place: 
a. Set mobile device privacy settings to the highest settings that will allow you to use the 

phone for necessary activities.   
i. Settings/privacy – scroll to the bottom of the screen  

ii. Analytics and Advertising = off 
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iii. Leave “location services” on if you at all want to use anything that requires your 
phone’s location (maps, ride sharing, etc.) 

 

iv. Click on “Location Services” 
v. “Share my location” = off 

vi. Go through the apps listed and set them to “never” or to “while using” for the apps 
that need your location to function.   

            

 

vii. System Services  
1. Go through the services listed and decide which ones you want to allow to 

use your location. 
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2. At a minimum, turn off “location-based Apple ads”, “location-based 
suggestions”, “share my location”, iPhone Analytics”, “Popular near me”, 
and “significant locations” and possibly “routing and traffic”.   

 

b. Block robocalls.  Service providers offer call blocking applications for their networks.  There 
are also applications that will block or send suspicious calls to voicemail and tag them. 
Nomorobo is one option (figure 9). 

Figure 9:  Nomorobo call blocker application tagged voice mails  

 

c. Use a search engine that does not track online activity.   

DuckDuckGo (figure 10) is one option:  https://duckduckgo.com/  
 
 
 
 
 

https://duckduckgo.com/
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Figure 10:  DuckDuckGo search engine main page 

 
d. Always cover your hand when you type in a PIN on an ATM keypad.  Crooks are using mini 

cameras to record PINs. 

  

Source:  https://www.fbi.gov/news/stories/atm-skimming 
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e. Don’t click on suspicious links or open weird email attachments. 
f. Don’t use public Wi-Fi.  It is easy to intercept and imitate.  A hacker and obtain information 

sent across it and install malware onto your device or onto the network to which you’re 
connecting. 

g. Bonus activity:  Obtain an email that does not track your activity or sell your information.   
h. Bonus activity:  Reregister loyalty cards with a bogus phone number or email address. 

5. Systematically remove information from online entities 
a. If you are no longer using an account, close it.  Don’t abandon it – they still have your 

information, which can be sold or stolen.   
b. If you are eligible, redact your information from public records  

i. Different states have different public record redaction laws 
ii. States have vehicle, voter, property, driver’s license, and hunting and fishing license 

databases accessible to public entities.  Public databases are a major source of 
information for data aggregators. 

iii. Verify how long the redaction will remain in effect and make a note to renew the 
redaction before it expires.  

c. Remove personal information from data aggregators. 
i. There are some services of varying degrees of effectiveness that will guarantee 

removal from some websites and attempt removal from others.  They can save 
time.   

ii. Note that if the information is not redacted from the publicly available sources, the 
websites will automatically repopulate. 

iii. Privacy Workbook with list of data aggregators and opt out information:   
1. Located here: https://inteltechniques.com/data/workbook.pdf 
2. Lists 152 major publicly available data aggregator sites 

6. Know what to do if you are hacked or your personal information is stolen. 
a. Make sure your computer is scanned and patched before restoring from backups. 
b. Make sure you have backups.  A USB drive in your safe (next to your three pieces of paper) 

is an excellent back up strategy. 
c. Go to the FTC’s identity theft site for a step by step reporting and recovery plan 

https://www.identitytheft.gov/ 

 

 

 

  

https://inteltechniques.com/data/workbook.pdf
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APPENDIX A   
DATA AGGREGATOR EXAMPLES 
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APPENDIX B   
OPEN SOURCE INTELLIGENCE (OSINT) FRAMEWORK 
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APPENDIX C   
OSCINT FRAMEWORK EMAIL EXAMPLE 
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APPENDIX D   
RESOURCES AND REFERENCES 
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2. Credit freeze:  https://www.ftc.gov/news-events/press-releases/2018/09/starting-today-new-law-allows-
consumers-place-free-credit-freezes 

3. DuckDuckGo (search engine that does not track activity):  https://duckduckgo.com/  
4. Equifax Breach Credit Monitoring:  https://www.ftc.gov/enforcement/cases-

proceedings/refunds/equifax-data-breach-settlement 
5. Fraud alert: https://www.ftc.gov/news-events/press-releases/2018/09/starting-today-new-law-allows-

consumers-place-free-credit-freezes 
6. Have I Been Pwned?  (site to check emails for appearance in data breaches) 
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7. Identity Theft Recovery Plan (with credit bureau information for obtaining credit reports) 
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8. Office of Personnel Management breach identity theft protection monitoring:  
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9. Open Source Intelligence Framework (OSINT): https://osintframework.com/ 
10. Shane, S. (2019) How a Secret U.S. Cyberweapon Backfired, The New York Times (The Daily) podcast 

Jun 4, 2019 · 24 min Eternal Blue:  
https://podcasts.google.com/?feed=aHR0cHM6Ly9yc3MuYXJ0MTkuY29tL3RoZS1kYWlseQ&episod
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RqRjNoa29uQTVGX1g4ZEhXeGM&at=1559666384077 
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retrieved from:  https://www.techworm.net/2014/04/israeli-hacker-leaks-list-of-anonymous.html 

12. Valentino-DeVries, J., Singer, N., Keller, M. and Krolik, A.  Your Apps Know Where You Were Last 
Night, and They’re Not Keeping It Secret.  The New York Times.  DEC. 10, 2018.  Retrieved from:  
https://www.nytimes.com/interactive/2018/12/10/business/location-data-privacy-
apps.html?module=inline 

13. Valentino-DeVries, J., Singer, N.  How to Stop Apps from sharing my location.  The New York Times.  
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location-data-sharing.html 
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investigation.html 

https://inteltechniques.com/data/workbook.pdf
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